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*Presiding officer will be physically present at this address. 
 
(c) denotes Consent Agenda Item 

Audit Committee Meeting 
of the Board of Regents 

 
Texas State Technical College 

1600 Innovation Blvd 
Hutto, TX 78634* 

 
Thursday, February 6, 2025 

9:30 a.m. 
 

AGENDA 
[Ron Rohrbacher (Chair), Curtis Cleveland, Eric Beckman] 

 
I. MEETING CALLED TO ORDER BY COMMITTEE CHAIR 

 
 

II. COMMITTEE CHAIR COMMENTS  
 
 
III. MINUTE ORDERS & REPORTS  

 

1. Status of Fiscal Year 2025 Audit Schedule & Other Projects A-1 
         Jason D. Mallory 
 
2. Status of Construction Audits A-6 
         Jason D. Mallory 
 
3. Summary of Audit Reports A-7 
         Jason D. Mallory 
 
4. Follow-up Schedule & Status A-10 
         Jason D. Mallory 
 
5. Internal Network Penetration Test (24-013A) – Fort Bend A-17 
         Jason D. Mallory 
 
6. Internal Network Penetration Test (24-011A) – North Texas A-22 
         Jason D. Mallory 
 
7. Internal Network Penetration Test (24-012A) – New Braunfels A-27 
         Jason D. Mallory 

 



*Presiding officer will be physically present at this address. 
 
(c) denotes Consent Agenda Item 

8. Compliance Audit of Jeanne Clery Disclosure of Campus Security 
Policy and Campus Crime Statistics Act (25-003A) A-32 

         Jason D. Mallory 
 

9. Travel Expense Audit (25-010A) A-38 
         Jason D. Mallory 

 
10.  TAC 202 Compliance – Quarterly Update (25-007A) A-42 
         Jason D. Mallory 
 
11.  A Statewide Desk Audit – Controls Over Expenditure Processing  A-46 
         Texas Comptroller  
 
12. Summary Report on Full-time Equivalent State Employees for Fiscal 

Year 2024 A-48 
         State Auditor’s Office 
 
13. Attestation Disclosures A-94 
         Jason D. Mallory 

 

IV. CHANCELLOR COMMENTS  
 
 

V. BOARD COMMENTS 
 
 
VI. ADJOURN  
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Internal Network Penetration Test (25-013A) 
Fort Bend Campus 

November 21, 2024 
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Of the Institute of Internal Auditors. 
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Executive Summary 
Between October 1, 2024 and November 1, 2024, Internal Audit performed an internal network 

penetration test on the Fort Bend Campus. This test was primarily focused on identifying internal 

network vulnerabilities and the security of physical spaces.  

The primary objective of this project was to ensure the physical and logical security of information 

technology assets directly supporting the confidentiality, integrity, and accessibility of College 

information. This test attempted to detect vulnerabilities to help prevent attacks from unauthorized 

or inappropriate activity on the campus. We tested various security controls and procedures, to 

include the segregation of the Colleges internal and guest wireless networks.  We scanned 

networks to identify open ports that should be restricted, searched for default user credentials being 

used on network devices, attempted to social engineer a sample of employees to validate their 

cybersecurity awareness, and attempted to gain unauthorized access to buildings and rooms where 

sensitive information was stored.  We also attempted to access computers when employees were 

not present, and pulled on doors after business hours.  We conducted similar tests on this campus 

in fiscal year 2022. 

We determined that the majority of employees generally secured access to sensitive information 

by locking their offices and/or computers when not in use, and did not dispose of sensitive 

documents in publicly accessible trash cans.  Employee and guest wireless networks were 

segregated, and also were protected by secure logon protocols and encryption. Access to wireless 

networks was limited to the College’s boundaries. IT-related closets and rooms were locked. 

Employees completed  cybersecurity training.  And finally, the majority of offices were locked 

after business hours and when evening classes were being held. Unlike our previous test in fiscal 

year 2022, we were unable to social engineer any employee through phishing emails.  This 

highlights the effectiveness of the enhanced awareness training and testing. 

We did find isolated opportunities to better physically secure some areas and restrict the internal 

network, and a need for 2 employees to complete training.  All observations were corrected. 

Introduction 
The Office of Information Technology (OIT) Division assists the campus with its IT needs by 

securing IT networks, providing end-user support and training, assisting with IT purchases, 

maintaining critical databases, and offering application support. There is a dedicated field support 

technician dedicated to the campus to support their IT needs. 

The campus is overseen by a Provost. There are security guards on campus during and after 

business hours. Every employee plays a role in ensuring assets and data are protected by locking 

doors and computers when not in use, remaining aware of cybersecurity risks through periodic 

training, and maintaining a general awareness of suspicious activity and risks.   
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Objectives 
The objectives of the internal network penetration test were to: 

● ensure primary systems, and systems directly supporting the confidentiality, integrity, and

accessibility of primary systems have the appropriate security controls in place to detect

and prevent attacks.

● ensure unauthorized individuals on the campuses are reasonably prevented from accessing

privileged systems or sensitive data.

● verify the separation of employee and guest networks.

● identify logon credentials on network devices

● verify the completion rate of cybersecurity training.

● attempt to identify other real-world attack vectors.

This test was not intended to verify all risks the campuses and IT may face during an attack. 

Scope & Methodology 
The scope of the penetration test included the physical and logical securities of core network 

equipment, and networking closets, and other areas on campus where sensitive information may 

be located. It also included employee behavior, especially their awareness of, and vigilance 

against, potential attacks that compromise IT systems and other sensitive data.  The following 

industry standards served as our methodology:   

● IS Benchmarks - Baseline Configurations for Secure Operating System and Application

Deployment.

● NIST 800-128 – Guide for Security Focused Configuration Management of Information

Systems.

● NIST 800-53r5 - Security and Privacy Controls for Federal Information Systems and

Organizations.

● NIST 800-115 - Technical Guide to Information Security Testing and Assessment.

To accomplish our objectives, we sent phishing emails requesting Workday login credentials to 63 

employees who have access to sensitive information.  We scanned network services, attempted to 

access areas that should be restricted, tested open ports and reviewed available training 

documentation.   

General Observations 
Security and employees during and after business hours were aware of our presence. All buildings 

were locked after hours.  The majority of offices, print rooms, and staff lounge areas were locked 

when not occupied. All of our phishing attempts failed, and several people reported our emails to 

OIT as suspicious.  Computers were locked when not in use.  Wireless networks are segregated, 

and their usable ranges are only within the Colleges controlled boundaries. Network equipment is 

accessible to only authorized personnel. 
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Summary of Finding 
There are isolated opportunities to improve physical security in some areas, and to restrict the 

internal network.  We also identified 2 employees who needed to complete training. 

Opinion 
Based on the audit work performed, IT assets and information are well protected on the Fort Bend 

Campus. The observations noted in Finding #1 represented isolated instances that were quickly 

resolved.  We would like to extend our appreciation for the time and assistance given by 

management and employees during this audit. 

Submitted by: 

November 21, 2024 

Jason D. Mallory, CPA, CIA Date 
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AUDIT FINDING DETAIL 

Finding #1: There are isolated opportunities to improve physical security in some areas, and to 

restrict the internal network.  We also identified 2 employees who needed to complete training.   

Criterion:   We scanned the networks to identify potential attack vectors bad actors could exploit.  

We attempted to access rooms, filing cabinets, and buildings that should be restricted.   We  tested 

open network ports, and reviewed employee training.  We found the following areas that needed 

improvement: 

● Computers in student labs:  they need to be restricted to prevent administrator accounts

from being set up.

● Open ports: we found 10 open ports with access to the internal network that needed to be

shut off.

● We found 2 network devices using default passwords.

● Two employees had not completed their cybersecurity training.

● One mechanical room was unlocked and accessible.

Consequences: Increased risk of inappropriate access to restricted areas, sensitive data, or assets.  

Possible Solutions:  OIT immediately corrected the lab, port, and password issues.  For the others, 

we recommend all rooms be locked, and training completed.  

Management Response 

The Provost Office agrees with the observations and recommendations made in the 

audit.  Regarding the training, both  employees and their supervisors were notified. Training will 

be completed prior to the start of the 2025 Spring semester.  Regarding the unlocked room, campus 

leadership and Whitehawk Security will ensure that all mechanical and storage rooms remain 

locked during and after business hours. These areas will be added to the routine inspections.  Bryan 

Bowling, Provost, will be responsible for ensuring these actions are taken. 

[Note: All IT related observations were corrected before the audit was completed.  A formal 

response was not requested for those matters.] 
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Executive Summary 
Between October 1, 2024 and November 1, 2024, Internal Audit performed an internal network 

penetration test on the North Texas Campus. This test was primarily focused on identifying internal 

network vulnerabilities and the security of physical spaces.  

The primary objective of this project was to ensure the physical and logical security of information 

technology assets directly supporting the confidentiality, integrity, and accessibility of College 

information. This test attempted to detect vulnerabilities to help prevent attacks from unauthorized 

or inappropriate activity on the campus. We tested various security controls and procedures, to 

include the segregation of the Colleges internal and guest wireless networks.  We scanned 

networks to identify open ports that should be restricted, searched for default user credentials being 

used on network devices, attempted to social engineer a sample of employees to validate their 

cybersecurity awareness, and attempted to gain unauthorized access to buildings and rooms where 

sensitive information was stored.  We also attempted to access computers when employees were 

not present, and pulled on doors after business hours.  We conducted similar tests on this campus 

in fiscal year 2022. 

We determined that the majority of employees generally secured access to sensitive information 

by locking their offices and/or computers when not in use, and did not dispose of sensitive 

documents in publicly accessible trash cans.  Employee and guest wireless networks were 

segregated, and also were protected by secure logon protocols and encryption. Access to wireless 

networks was limited to the College’s boundaries. IT-related closets and rooms were locked. 

Employees completed  cybersecurity training.  And finally, the majority of offices were locked 

after business hours and when evening classes were being held. Unlike our previous test in fiscal 

year 2022, we were unable to social engineer any employee through phishing emails.  This is the 

first test we conducted in which no employee responded to our attempts, highlighting the 

effectiveness of the enhanced awareness training and testing. 

There were only 2 observations that required attention.  We found instances where physical 

security could be improved, and we identified an internal network printer connected to a publicly 

accessible wireless network.  The latter was immediately corrected by the Office of Information 

Technology.   

Introduction 
The Office of Information Technology (OIT) Division assists the campus with its IT needs by 

securing IT networks, providing end-user support and training, assisting with IT purchases, 

maintaining critical databases, and offering application support. Currently, there is not a field 

support technician on the North Texas Campus, but technicians in Waco support this campus’ IT 

needs. 

The Campus is overseen by a Provost. There is a security guard on campus during regular business 

hours.  Every employee plays a role in ensuring assets and data are protected by locking doors and 
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computers when not in use, remaining aware of cybersecurity risks through periodic training, and 

maintaining a general awareness of suspicious activity and risks.   

Objectives 
The objectives of the internal network penetration test were to: 

● ensure primary systems, and systems directly supporting the confidentiality, integrity, and

accessibility of primary systems have the appropriate security controls in place to detect

and prevent attacks.

● ensure unauthorized individuals on the campuses are reasonably prevented from accessing

privileged systems or sensitive data.

● verify the separation of employee and guest networks.

● identify logon credentials on network devices

● verify the completion rate of cybersecurity training.

● attempt to identify other real-world attack vectors.

This test was not intended to verify all risks the campuses and IT may face during an attack. 

Scope & Methodology 
The scope of the penetration test included the physical and logical securities of core network 

equipment, and networking closets, and other areas on campus where sensitive information may 

be located. It also included employee behavior, especially their awareness of, and vigilance 

against, potential attacks that compromise IT systems and other sensitive data.  The following 

industry standards served as our methodology:   

● IS Benchmarks - Baseline Configurations for Secure Operating System and Application

Deployment.

● NIST 800-128 – Guide for Security Focused Configuration Management of Information

Systems.

● NIST 800-53r5 - Security and Privacy Controls for Federal Information Systems and

Organizations.

● NIST 800-115 - Technical Guide to Information Security Testing and Assessment.

To accomplish our objectives, we sent phishing emails requesting Workday login credentials to 45 

employees who have access to sensitive information.  We scanned network services, attempted to 

access areas that should be restricted, tested open ports and reviewed available training 

documentation.   

General Observations 
Physical security and security awareness improved since our previous test in fiscal year 2022. The 

majority of employees secured their computers and offices when they were away from them.  All 

of our phishing attempts failed, and several people reported our emails to OIT as suspicious. There 

were no repeat “offenders” from 2022 to our social engineering tests, indicating training and 

awareness have improved. Restricted areas on the outside of the main ITC building are locked. 
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Wireless networks are segregated, and their usable ranges are only within the Colleges controlled 

boundaries. Network equipment is accessible to authorized personnel. Finally, we recognized an 

increased number of personnel who have attended the additional Cybersecurity and You training 

offered by the OIT.  

OIT immediately corrected the one IT-related observation we brought forward. 

Summary of Finding 
There are isolated opportunities to improve physical and IT security controls on campus. 

Opinion 
Based on the audit work performed, IT assets and information are well protected on the North 

Texas Campus. The observations noted in Finding #1 represented isolated instances that were 

quickly resolved.  We would like to extend our appreciation for the time and assistance given by 

management and employees during this audit. 

Submitted by: 

November 19, 2024 

Jason D. Mallory, CPA, CIA Date 
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AUDIT FINDING DETAIL 

Finding #1: There are isolated opportunities to improve physical and IT security controls on 

campus.  

Criterion:   We scanned the networks to identify potential attack vectors bad actors could exploit.  

Similarly, we attempted to access rooms, filing cabinets, and buildings that should be restricted.  

We found the following areas that needed improvement: 

● One network printer was accessible through the guest wireless network.

● An office and a  filing cabinet housing sensitive information and keys to other areas were

unlocked after business hours.

Consequences: Increased risk of inappropriate access to sensitive data or assets.  

Possible Solutions:  OIT immediately corrected the printer issue.  For the other observations, we 

recommend those areas be locked when someone is not present.  With evening classes being so 

prevalent on this campus, we also recommend consideration be given to having a security presence 

in the evening.   

Management Response 

The Provost Office agrees with the observations and recommendations made in the audit.  By 

November 22, 2024, verbal and written reminders will be issued to all campus employees about 

properly securing offices and workspaces after normal business hours.  In addition, campus 

security and leadership will continue to routinely check offices for compliance.  In addition, 

leadership will consider additional security coverage for evening hours to better secure the 

campus.  About a third of the enrollment at this campus is in the evening.  Marcus Balch, Provost, 

will be responsible for ensuring completion of this corrective action plan. 

[Note:  Because OIT immediately corrected the printer issue, a formal response was not requested.]  
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Executive Summary 
Between October 1, 2024 and November 1, 2024, Internal Audit performed an internal network 

penetration test on the New Braunfels Campus. This test was primarily focused on identifying 

internal network vulnerabilities and the security of physical spaces.  

The primary objective of this project was to ensure the physical and logical security of information 

technology assets directly supporting the confidentiality, integrity, and accessibility of College 

information. This test attempted to detect vulnerabilities to help prevent attacks from unauthorized 

or inappropriate activity on the campus. We tested various security controls and procedures, to 

include the segregation of the internal and guest wireless networks.  We scanned networks to 

identify open ports that should be restricted, searched for default user credentials being used on 

network devices, attempted to social engineer a sample of employees to validate their 

cybersecurity awareness, and attempted to gain unauthorized access to buildings and rooms where 

sensitive information was stored.  We also attempted to access computers when employees were 

not present, and pulled on doors after business hours.  This was the first time we conducted this 

test at this location. 

We determined that the majority of employees generally secured access to sensitive information 

by locking their offices and/or computers when not in use, and did not dispose of sensitive 

documents in publicly accessible trash cans.  Employee and guest wireless networks were 

protected by secure logon protocols and encryption. Access to wireless networks was limited to 

the campus’ boundaries. IT-related closets and rooms were locked. Employees completed 

cybersecurity training.  We were unable to social engineer any employee through our phishing 

emails.  This highlights the effectiveness of the enhanced awareness training and testing. 

We did find isolated opportunities to better physically secure some areas, to restrict the internal 

network, and a need for 2 employees to complete training.  All observations were corrected. 

Introduction 
The Office of Information Technology (OIT) Division assists the campus with its IT needs by 

securing IT networks, providing end-user support and training, assisting with IT purchases, 

maintaining critical databases, and offering application support. There is not a field support 

technician located on this campus, but a technician in Waco supports their needs.   

The campus is overseen by a Provost. Every employee plays a role in ensuring assets and data are 

protected by locking doors and computers when not in use, remaining aware of cybersecurity risks 

through periodic training, and maintaining a general awareness of suspicious activity and risks.   

Objectives 
The objectives of the internal network penetration test were to: 
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● ensure primary systems, and systems directly supporting the confidentiality, integrity, and

accessibility of primary systems have the appropriate security controls in place to detect

and prevent attacks.

● ensure unauthorized individuals on the campuses are reasonably prevented from accessing

privileged systems or sensitive data.

● verify the separation of employee and guest networks.

● identify logon credentials on network devices.

● verify the completion rate of cybersecurity training.

● attempt to identify other real-world attack vectors.

This test was not intended to verify all risks the campus and IT may face during an attack. 

Scope & Methodology 
The scope of the penetration test included the physical and logical securities of core network 

equipment, and networking closets, and other areas on campus where sensitive information may 

be located. It also included employee behavior, especially their awareness of, and vigilance 

against, potential attacks that compromise IT systems and other sensitive data.  The following 

industry standards served as our methodology:   

● IS Benchmarks - Baseline Configurations for Secure Operating System and Application

Deployment.

● NIST 800-128 – Guide for Security Focused Configuration Management of Information

Systems.

● NIST 800-53r5 - Security and Privacy Controls for Federal Information Systems and

Organizations.

● NIST 800-115 - Technical Guide to Information Security Testing and Assessment.

To accomplish our objectives, we sent phishing emails requesting Workday login credentials to 10 

employees who have access to sensitive information.  We scanned network services, attempted to 

access areas that should be restricted, tested open ports and reviewed available training 

documentation.     

General Observations 
Employees prevented us from freely entering restricted areas.  Employees who were away from 

their offices secured their computers by locking or shutting them down. All of our phishing 

attempts failed, and several people reported our emails to OIT. Wireless networks are usable only 

within the campus boundaries.  Open ports in public open areas were deactivated. 

Summary of Finding 
There are isolated opportunities to improve physical security in some areas, and to restrict the 

internal network.  We also identified 2 employees who needed to complete training. 
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Opinion 
Based on the audit work performed, IT assets and information are well protected on the New 

Braunfels Campus. The observations noted in Finding #1 represented isolated instances that were 

quickly resolved.  We would like to extend our appreciation for the time and assistance given by 

management and employees during this audit. 

Submitted by: 

November 25, 2024 

Jason D. Mallory, CPA, CIA Date 
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AUDIT FINDING DETAIL 

Finding #1: There are isolated opportunities to improve physical security in some areas, and to 

restrict the internal network.  We also identified 2 employees who needed to complete training.   

Criterion:   We scanned the networks to identify potential attack vectors bad actors could exploit.  

We attempted to access rooms, filing cabinets, and buildings that should be restricted.   We  tested 

open network ports and devices connected to the network, and reviewed employee training.  We 

found the following areas that needed improvement: 

● An unoccupied office and server room were unintentionally left unlocked, as was a side

door to the building after business hours

● The guest wireless network was not properly segregated from the internal network.

● Two recently hired employees had not yet taken cybersecurity training.

Consequences: Increased risk of inappropriate access to restricted areas, sensitive data, or assets.  

Possible Solutions:  OIT immediately corrected the network issue.  For the others, we recommend 

all rooms be locked, and training completed.   

Management Response 

The Office of the Provost agrees with the observations made in the audit regarding physical 

access, training, and segregating the guest wireless network.  

The ability to access an unoccupied office, a server room, and the building after business hours 

through a side door were the result of employees and a visiting employee from OIT 

unintentionally leaving the doors unlocked.  On November 19, 2024, the employees who were 

responsible for those areas were verbally reminded to lock all spaces in the building when 

exiting.  The Program Team Lead will also issue reminders to ensure locks are checked. 

Regarding the training, both employees were reminded on November 19, 2024, to complete the 

training before the Spring semester begins.  Weekly check-ins with the employees will take place 

until training is complete. 

And finally, the guest wireless network was immediately remedied by OIT.  Going forward the 

Provost will meet with the OIT periodically to discuss IT security concerns.  

The Provost will be responsible for implementation of these corrective actions. 
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Executive Summary 
Internal Audit audited the College’s compliance to the Jeanne Clery Disclosure of Campus 

Security Policy and Campus Crime Statistics Act (the Clery Act, the Act) for calendar year 2023. 

This audit tested key provisions within the Act to ensure criminal and fire statistics are available 

to concerned people, and that procedures are in place to provide safe and secure campuses.  

We determined that the College prepared an Annual Security Report and an Annual Fire Safety 

Report that it published on its website.  The preparation of these reports followed a methodical 

process that required input from several personnel within the College.  The reports were accurate, 

and were published by October 1 each year.  There were also policy and procedure disclosures 

related to criminal incidents, crime/fire logs, notifications for emergencies, and steps involving 

reported missing students.  Responsible personnel were identified and made aware of their 

responsibilities, and there were processes for contacting external law enforcement agencies for 

information and identifying covered geography.  Our testing indicated the College materially 

complied with the Clery Act for calendar year 2023. 

We did find some administrative type instances of non-compliance that should be improved, but 

these do not reflect on the safety and security of the campuses.   Our observations are detailed in 

Finding #1.  Management either corrected the issues as soon as we brought the matters to their 

attention, or have implemented procedures to correct them going forward. 

Introduction 
In 1990, Congress passed the Crime Awareness and Campus Security Act (CACSA) amendments 

to the Higher Education Act of 1965 (HEA). Amendments to CACSA in 1998 renamed the law 

the Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Statistics Act (the 

Clery Act) in memory of a student who was murdered in her dorm room. In 2013, Congress passed 

the Violence Against Women Reauthorization Act (VAWA), which included additional 

amendments to the Clery Act.  The Clery Act requires that all postsecondary institutions 

participating in title IV student financial assistance programs disclose campus crime statistics and 

other security information to students and the public. The VAWA amendments added requirements 

that institutions disclose statistics, policies and programs related to dating violence, domestic 

violence, sexual assault, and stalking, among other changes.  The Clery Act requires institutions 

to develop and implement specific campus safety and crime prevention policies and procedures.  

The College’s Police Department oversees the compliance, but several other offices and personnel 

play integral roles in those efforts.  Employees in Human Resources, Housing, Enrollment, 

Instruction, Student Discipline, and others responsible for student and campus activities must 

report suspected crimes and assist the Police in complying with the various requirements.  

The Compliance and Dispatch Manager within the Police Department is responsible for preparing 

the Annual Security Report, Annual Fire Safety Report, and overseeing all related activities.  She 

is under the umbrella of the Vice Chancellor/Chief Campus Services Officer.     
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Objectives 
The objectives of this audit were to: 

● ensure the 2024 Annual Security and Fire Safety Reports included all required information

and policy statements, and were issued by the October 1 deadline.

● verify all required parties were notified of the reports’ availabilities, that notification

included all required language, and the reports are posted on the College’s website.

● ensure all covered property was considered, with a reasonable, good-faith effort made to

obtain statistics from outside law enforcement agencies.

● ensure campus security authorities were aware of their responsibilities, and fulfilled them.

● verify all crime and fire statistics were accurately and timely reported to the Department of

Education.

● verify all crime and fire logs were up to date, and readily available upon request.

We relied upon the professional expertise of the Police to ensure the reported crimes were 

classified properly.   

Scope & Methodology 
The scope of audit included all crimes and fires, and Clery related procedures that took place in 

calendar year 2023.  The tests in this audit were based on the requirements and guidance provide 

in the following documents, statutes and regulations: 

● Clery Act Appendix for FSA Handbook

● 20 U.S. Code § 1092 - Institutional and financial assistance information for students

● 34 CFR, Subtitle B, Chapter VI, Part 668, Subpart D, §668.46

To accomplish our objectives, we reviewed the Annual Security and Fire Safety Reports published 

on October 1, 2024.  We reviewed requests to external law enforcement agencies, crime and fire 

logs, a list of designated responsible people, and training.  We also reconciled statistics to source 

documentation, and identified covered geography by reviewing maps and other documentation.  

Finally, we reviewed all supporting processes and procedures relied upon to achieve compliance 

to ensure a system is in place for ongoing compliance. 

General Observations 
The Compliance and Dispatch Manager took over the Clery responsibilities in fiscal year 2024.  

She has been proactive in understanding her responsibilities by attending training, and 

implementing a process in which the required annual reports are reviewed by an external expert 

for compliance.  We commend her for her initiative.  All documentation is readily available for 

audit and verification.  Many of the processes we identified as needing improvement were already 

on her agenda before this audit.   
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Summary of Finding 
Some administrative requirements were not fully met when the 2024 Annual Security Report and 

Annual Fire Safety Report were first issued on October 1. 

Opinion 
Based on the audit work performed, the College materially complied with the requirements of the 

Clery Act in calendar year 2023.  There were some administrative requirements that were not fully 

met, but none of these affected maintaining safe and secure campuses.   

We would like to extend our appreciation for the time and assistance given by management and 

employees during this audit. 

Submitted by: 

December 12, 2024 

Jason D. Mallory, CPA, CIA Date 
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AUDIT FINDING DETAIL 

Finding #1: Some administrative requirements were not fully met when the 2024 Annual Security 

Report and Annual Fire Safety Report were first issued on October 1.  

Criterion:   The publication and notice of availability for the Annual Security and Fire Safety 

Reports were tested to verify they were accurate, and contained all required language.  We also 

tested communications sent to external law enforcement agencies requesting crimes that occurred 

on public property adjacent to the campuses.  And finally, we reconciled all policy summaries in 

the reports to verify the required language and elements were present.   We found the following 

areas that technically did not meet the requirements: 

Annual Notification of Report 

When notice of the availability for the Annual Security and Fire Safety Reports was made on 

October 1, students, and prospective students and prospective employees were unintentionally 

omitted from that notification.  When we brought this error to management’s attention, the 

notification was immediately sent to all current students by October 5.  A disclosure was also 

added within the process for applying online for employment to notify prospective employees 

of the availability of the reports.  And, before this audit concluded, a similar notice was put in 

place for people who apply to be students.   

The notification discussed above also initially failed to state how and where to obtain paper 

copies of the reports, and did not include a description of the Annual Fire Safety Report.   

Required Policy Statements 

Some required language related to certain policies were not included in the Annual Security 

Report.  Details of the missing language and related policies were provided to management to 

correct in future reports. 

Requests from External Law Enforcement Agencies 

While external law enforcement agencies were contacted, some public property adjacent to a 

few areas adjacent to the Waco & Harlingen campuses were unintentionally omitted from those 

communications.  External law enforcement agencies historically have not responded to 

requests for information, but the College must demonstrate it made a reasonable, good faith 

effort to obtain the information.  It should be noted that these exceptions are isolated.  Multiple 

requests were sent inquiring about public property.   

Consequences: While these exceptions are minor, technically the College could be subject to fines 

associated with non-compliance.   

Possible Solutions:  Update all language in the required notifications and policy statements; verify 

all required recipients receive notifications in the future; implement a process of verifying all 
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covered property annually by reviewing maps and speaking with Provosts and Legal Counsel about 

recent acquisitions; verify all covered property is included in the requests to external law 

enforcement agencies.  

Management Response 

Campus Services Management agrees with the findings. While the audit affirmed our overall 

compliance with the Clery Act, it identified areas within our administrative processes that require 

improvement due to past oversights. Many of these opportunities were uncovered during this 

transitional year, and we are fully committed to enhancing these processes moving forward. 

Regarding annual notification of the report, we promptly informed all current and prospective 

employees and students about the availability of the report after the errors were brought to our 

attention.  The requirements are now well-defined, and future notifications will be sent to all 

required recipients with language aligned to regulatory standards. All updated procedures will be 

implemented by January 1, 2025, ensuring readiness well before the next reporting deadline of 

October 1, 2025. 

Regarding the required policy statement, to address the missing policy description language, we 

are developing a comprehensive checklist based on regulatory requirements. This checklist will 

serve as a verification tool to ensure all required language elements are included and clearly stated. 

The checklist will be completed by March 1, 2025, and will be implemented in preparation for the 

reports due October 1, 2025. 

Finally, regarding the external law enforcement requests, we are creating an enhanced procedure 

to identify all geographical properties. While campus maps will remain a key resource, our process 

will include regular consultations with Campus Management, Facilities personnel, and Legal 

Counsel to account for newly acquired properties and jurisdictional changes as the College 

continues to grow. All properties will be thoroughly reviewed during report preparation to ensure 

requests to external law enforcement agencies cover all relevant public property. We anticipate 

full implementation of this procedure by March 1, 2025. 

Melissa Kubitza, Compliance and Dispatch Manager, will be responsible for ensuring all 

corrective action plans are completed.  
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Internal Audit Department 

Audit Report 

Travel Expense Audit (25-010A) 

December 16, 2024 

This audit was conducted in accordance with the  

International Standards for the Professional Practice of Internal Auditing 

of the Institute of Internal Auditors. 

OFFICE OF INTERNAL AUDIT 
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Executive Summary.  

We recently completed an internal audit of travel expenses. The primary objective of this 

audit was to verify travel expenses and their related reimbursements comply with College 

policy, to include being properly approved, at a reasonable cost, and for an appropriate 

College related need.  All travel expenses were subject to audit, including those paid using 

a travel credit card.  The scope of the audit included all travel incurred in fiscal year 2024. 

Our tests included reviewing travel requests, approvals, and actual expenses incurred.  We 

also tested associated training, use of travel credit cards, and payments made to either the 

travelers or the credit card company.  A significant portion of this audit scrutinized a sample 

of employees who traveled frequently to ensure the travel was necessary, and all expenses 

were appropriate and the cost was reasonable.   

Our audit indicated that travel expenses are legitimate, and being incurred on legitimate 

College related travel. Travel expenses comply with College travel policy.  Payments to 

the credit card company and travelers were correct and generally timely.  Travel is being 

approved before it takes place, and the expenses are approved by the proper level of 

authority.  We did not identify any instances of obvious fraud or waste.   

We noted opportunities to improve controls when canceling travel cards for terminated 

employees as noted in Finding #1.   

Introduction 
College employees travel for several reasons, including attending meetings at other 

campuses, conferences, and hosting events. A travel card program is available for 

employees to opt into so that all expenses are paid directly by the College without the need 

for reimbursements.  Similarly, employees can also pay for their own travel, and seek 

reimbursement after it concludes.  Currently, there are 1,177 active travel cards.  Between 

September 1, 2023 and August 31,2024, there were 18,048 transactions charged on those 

cards which totaled $1,645,381. Additionally, during the same time frame, the College 

reimbursed $655,295 of travel expenses to employees.  

Employees must submit an expense report for all travel along with itemized receipts. All 

travel expenses, with the exception of meals, must be evidenced by receipts.  During fiscal 

year 2024, over 5,500 travel expense reports were processed.  Workday is used to facilitate 

all transactions.   

Travel is overseen by the Travel and Card Services Department, under the direction of the 

Executive Director of Purchasing.  Employees within Travel and Card Services review all 

expense reports for compliance. This same group issues and cancels travel cards, and 

facilitates related training.  The group reports to the Vice President Procurement and the 

VC/CFO within the Financial Services Division.    
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Objectives 
The objective of this audit was to verify travel expenses and their related reimbursements 

comply with College policy. 

Scope & Methodology 
The scope of our audit included all travel transactions made between September 1, 2023 

and August 31, 2024. SOS FA 6.1 Official TSTC Employee Travel formed the basis of our 

tests.  To accomplish our audit objective, we reviewed a sample of employee travel to 

ensure the expenses were legitimate, were for College-related business, and were properly 

authorized.  We also reviewed payments and reimbursements of those expenses for 

timeliness and correctness.   

General Observations 

Staff within Travel and Card Services Department were responsive to all requests during 

this audit, and requested a thorough review to assist with them with enhancing processes. 

The implementation of Workday has simplified the processing and recordkeeping of travel 

transactions. Staff also does a commendable job in identifying compliance issues before 

expenses are paid.  While we noted some exceptions, none were pervasive or significant.  

Summary of Finding 
1. Controls for ensuring travel cards are canceled timely for terminated employees should

be strengthened.

Opinion 
Based on the audit work performed, travel transactions comply with policy, and are 

legitimate.  Our only observation requiring action related to the need to enhance canceling 

travel cards. 

We would like to extend our appreciation for the time and assistance given by management 

and employees during this audit. 

Submitted by: 

December 16, 2024 

Jason D. Mallory, CPA, CIA Date 
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AUDIT FINDING DETAIL 

Finding #1:  Controls for ensuring travel cards are canceled timely for terminated employees 

should be strengthened. 

Criterion:   We reviewed all terminated employees with a travel card to verify cards are canceled 

timely. This is important because the College is responsible for paying all charges.  We made the 

following observations indicating controls need to be improved:  

● There were 55 cards held by terminated employees that were not cancelled at the time of

their separation.  These 55 cards were canceled at the time of our testing, but we did find

2 other cards that were not yet canceled. We determined it takes an average of 21 days to

cancel a travel card.  Our testing also revealed a card was active 195 days after employment

ended.

● There were 3 travel cards of terminated employees that were not listed as canceled in

Workday.  This is a record keeping issue rather than a fraud risk, but record keeping should

be updated as cards are canceled.

Consequences: Increased probability for transactions to be charged that are not legitimate College 

expenses.   

Possible Solutions:  Put processes in place to ensure travel cards are canceled more timely, with 

Workday updated at the same time. 

Management Response 

Management of Payment Services agrees with the observations made in the audit. Delays in 

canceling travel cards for terminated employees were caused by insufficient oversight and delays 

in communication between Human Resources and Payment Services. By March 1, 2025, the 

following corrective actions will be implemented: 

• Develop a written procedure regarding the cancellation of credit cards within five business

days of an employee’s termination date.

• Integrating notifications in Workday to provide immediate alerts upon termination.

• Establish a monthly audit process to verify that all terminated employee’s travel cards are

canceled within the required timeframe.

Jessica Chavira, Director Payment Services, will be responsible for the implementation of this 

corrective action plan. 
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An Executive Summary of TAC-202 

at Texas State Technical College 
February 2025 

The Texas Administrative Code, Section 202 (commonly known as TAC-202) creates the 

minimum standards for IT security at state agencies. TSTC is subject to these requirements. 

The Texas Department of Information Resources, the chief IT agency in Texas, provides agencies 

with a resource for fulfilling TAC-202. These guidelines are published in a controls catalog that 

classifies controls as either required or recommended.   

There are 135 required controls that agencies must apply to the general IT environment and/or 

their individual systems.  Such required controls relate to access, change management, audit 

logging, back-up & recovery, maintenance, and various physical safeguards.   

TAC-202 is so broad and so comprehensive that agencies across the state struggle to comply with 

the daunting scope of the rules. Indeed, reaching full compliance can take many years for some 

while other agencies may never reach the goal. 

Since the work cannot possibly be completed all at once, the TSTC approach to TAC-202 has been 

to first target the high-risk and/or mission critical systems. Then, in turn, the various requirements 

are addressed in a logical sequence of declining risk levels. This work is ongoing today. 

While an internal audit is required biennially, TSTC has elected to practice a higher degree of audit 

frequency in TAC-202. In a collaboration between Internal Audit Department and the TSTC IT 

staff, the college has a continuous audit process. This approach exceeds the minimum requirements 

and ensures a better pace of continuous improvement toward final completion. 

As a result of these continuous efforts, a detailed database of controls shared by both IT and 

Internal Audit has been built that memorializes the required controls that have been audited, as 

well as the current status of their implementation.  This database is invaluable in managing and 

documenting the extensive efforts to comply and ensure IT security.   

An executive summary of the progress made by TSTC in TAC 202 is presented quarterly by 

Internal Audit to the Board of Regents in a report called: TAC 202 Compliance – Quarterly 

Update. This report follows. 

❖❖❖
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To:  Audit Committee  

From: Jason D. Mallory, VC/CAE 

Subject:  TAC 202 Compliance – Quarterly Update 

Date: December 31, 2024 

The purpose of this memo is to provide you the current implementation statuses of IT controls 

required by TAC 202 tested in numerous internal audits conducted since 2017.  Annually, the list 

of audits of systems will increase as we continue to audit.  Each quarter we test select controls 

which were previously not implemented.  From October 1 through December 31, 2024, no 

outstanding controls were completed. There are currently 31 controls from past audits to test.  For 

the systems that are lightly shaded, all controls have been implemented.   

RESULTS 
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VPN  Original Audit: November 22, 2021 

Period Implemented 

Implemented with 

Recommendations 

Not 

Implemented 

Risk Accepted 
Note 5 Total 

As of September 2022 50 0 0 2 52 

Note 5: AU-5 requires monitoring of audit log failures.  Implementing this control would require a 3rd party software 

add-on, which we do not feel the benefit of doing so outweighs the cost. We have a compensating control where we 

monitor logs monthly.  CP-4 requires periodic back-up testing.  The testing of this control would cause a disruption to 

services provided to employees working remotely. There are compensating controls of stored backup configurations. 

OIT tests the backups before completing any upgrades or updates to the appliance. 

Canvas LMS     Original Audit: May 20, 2022 

Period Implemented 

Implemented with 

Recommendations 

Not 

Implemented 

Risk 

Accepted Total 

As of December 2022 43 10 0 0 53 
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T Drive  Original Audit: March 17, 2023 

Period Implemented 

Implemented with 

Recommendations 

Not 

Implemented 

Risk 

Accepted Total 

October 2024 – 

December 2024 

40 0 1 0 41 

July 2024 – September 

2024 

40 0 1 0 41 

Difference 0 0 0 0 

IT General Controls     Original Audit: June 23, 2023 

Period Implemented 

Implemented with 

Recommendations 

Not 

Implemented 

Risk 

Accepted Note 4 Total 

October 2024 – 

December 2024 

24 6 3 1 34 

July 2024 – September 

2024 

24 6 3 1 34 

Difference 0 0 0 0 

Note 4: In Note 1 for the General Controls Audit conducted in FY 2017, management elected to not fully implement 

CM-11 related to end-user installed software.  They feel compensating controls such as malware and the ability to

restrict specific downloads from the internet assist with mitigating associated risks They continue to accept this risk

to the extend it is not fully controlled by completely restricting administrator rights on laptops and PCs.  .

CRIMES  Original Audit: March 17, 2023 

Period Implemented 

Implemented with 

Recommendations 

Not 

Implemented 

Risk 

Accepted Total 

October 2024 – 

December 2024 

20 1 27 0 48 

July 2024 – September 

2024 

20 1 27 0 48 

Difference 0 0 0 0 

Submitted by: 

December 31, 2024 

Jason D. Mallory, CPA, CIA Date 

cc:  Mike Reeser, Chancellor/CEO 

Dale Bundy, VC/CIO 
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